[image: image1.png]¥4/ Dentabyte

Integrating practice management and compliance





	[Insert practice logo here]


Our Mobile Device Security Policy

[Insert name of dental practice] 

Date of adoption: 
Purpose
This policy statement sets out how this practice supports team members at this practice who are authorised to use mobile computing equipment by ensuring they are aware of the risks of mobile computing and comply with confidentiality and security issues.  

The use of portable computer devices and removable media, collectively known as mobile computing equipment, which help staff in the performance of their duties is becoming more widespread. These guidelines recognise the increased risk to personal information that these ways of working pose.  They complement, but do not replace the practice’s procedures and guidelines regarding protecting patient information.
This policy covers the mobile computing equipment set out below when it has been purchased or authorised by the practice.  
· Portable computer devices - includes laptops, notebooks, tablet computers,  PDA’s and Smartphone’s e.g. BlackBerry’s, etc;
· Removable data storage media - includes any physical item that can be used to store and/or move information and requires another device to access it. For example, CD, DVD, floppy disc, tape, digital storage device (flash memory cards, USB memory sticks, portable hard drives). Essentially anything that data can be copied, saved or written to which can then be taken away and restored on another computer.
It does not include any equipment owned by staff or those brought into the practice from a previous organisation.
[Add any other desired outcomes here] 
Background
Our policies establish internal organisational standards which support our team to meet external standards. This particular policy is required to comply with the legislations and guidelines outlined in our overarching Information Governance Policy.
[Add any other rationale for this policy here] 
Scope

All team members, whether permanent, temporary, employed or contracted to provide services at or on behalf of the practice, are responsible for ensuring that they are aware of and comply with the requirements of this policy as well as the procedures and guidelines supporting it. 

Associated Procedures

This policy is underpinned by the following procedures/guidelines:
Authorisation
Only authorised staff should have access to mobile computing equipment and a mobile device assignment form should be used to record useage. Any member of staff allowing access to any unauthorised person deliberately or inadvertently may be subject to disciplinary action. Staff should not use their own (or unauthorised) computing equipment for practice business.  
Be aware of security measures in place 

To reduce the risk of loss and unauthorised access practice has put the following measures in place:

· An asset control form is completed for each mobile computing device provided to a staff member; and this person is listed in the asset register as the nominated responsible owner;

· All equipment is security marked with a UV pen;

· Encryption is applied to all mobile computing equipment;

· Password protected screensavers are installed on laptops;

· Anti-virus software is in use and updated according to the software supplier’s recommendations;

· Regular backups are taken of the data stored on the mobile equipment;

· Disposal and re-issue of mobile computing equipment is recorded in the asset register.

Recognise the risks and comply with responsibilities

You should ensure you DO:

· Store mobile equipment securely when not in use on and off site;

· Ensure files containing personal or confidential data are adequately protected e.g. encrypted and password protected;

· Virus check all removable media e.g. floppy disks, memory sticks etc prior to use;

· Obtain authorisation before you remove mobile equipment from the premises;

· Be aware that software and any data files created  by you on practice mobile computer equipment are the property of the practice;

· Report  immediately any stolen mobile equipment to the police and your line manager (failure to report a stolen mobile phone could result in significant charges from the practice’s telecoms provider);

· Be aware that the security of your mobile computer equipment is your responsibility; 
· Ensure that mobile equipment is returned to the practice if you are leaving employment (A final salary deduction may be made if equipment is not returned).
You should ensure you DO NOT:

· Disable the virus protection software or bypass any other security measures put in place by the practice;

· Store personal information on mobile equipment unless the equipment is protected with encryption, and it is absolutely necessary to do so;

· Remove personal information off site without authorisation;

· Use mobile computer equipment outside the practice premises without authorisation;

· Use your own mobile computer equipment for practice business; 

· Allow unauthorised personnel/friends/relatives to use mobile equipment in your charge;

· Leave mobile equipment in places where anyone can easily steal them;

· Leave mobile equipment visible in the car when traveling between locations;

· Leave mobile equipment in an unattended car;

· Leave mobile equipment unattended in a public place e.g. hotel rooms, train luggage racks;

· Install unauthorised software or download software / data from the Internet;

· Delay in reporting lost or stolen equipment.

[Add the name of any other practice procedures used to implement this policy here] 
Training
All staff are expected to improve their personal effectiveness through continuing personal and professional development which leads to an increase of knowledge and/or skills.  
Standard 4.5 of the GDC’s Standards for Dental Teams places individual responsibility on team members to keep patients’ information secure at all times, whether their records are held on paper of electronically.  We support this by training all team members to follow the procedures outlined in this policy for mobile device security.  
[Add any other specific training here]  
Patient Focus

Our relationship with patients is key to our success, and it is a team wide responsibility to exceed patient expectations by providing a safe, caring, responsive, effective and well led service.  
We do this by keeping patients’ information secure at all times.
[Add any other patient centred systems you use here] 
Monitoring

In order to ensure our services are safe, efficient and effective, team members are also involved in our quality monitoring and improvement processes which are outlined in our Information Governance Policy.

Responsibilities and accountabilities

The designated Information Governance lead for the practice is [insert name], whose key responsibilities are outlined in our overarching Information Governance Policy.
The registered provider for the practice is [insert name], whose key responsibilities are to ensure that all aspects of this policy are complied with.  The day to day responsibilities for providing leadership and guidance for staff and overseeing implementation of this policy will be undertaken by [named lead and role title, or registered manager]. Questions about this policy or associated procedures should be raised with either of the above.

Approval

This policy has been approved by the undersigned and will be reviewed on an annual basis.  

	Name: 
	Date approved:       

	Position: 
	Review date:           
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This policy template is provided in word format and is intended for use by our clients only, as a basis for dental practices to draft policies.

It is based on relevant legislation, regulations and essential guidance at the time of writing.  Please modify it to suit your practice needs.
It is your responsibility to take professional advice to suit your circumstances and in respect of changes in the law.

Dentabyte Ltd does not accept any liability for any loss or claim that may arise from reliance on the content in this template.
© Dentabyte Ltd 2013 ( Policy Template Version 2, Created 01.05.13, Printed 20.05.2014  ( Page 1 of 2
[image: image2.png][image: image3.png]¥4/ Dentabyte

Integrating practice management and compliance





© Dentabyte Ltd 2014 ( Policy Template Version 3, Created 01.06.14, Printed 20.05.2014  ( Page 3 of 3

